
Idea : We will include encryptions of 0 in the public key and refresh ciphertexts by taking a subset sum of
encryptions of 0 :
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Security : Under LWE assumption public key typically X is
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Formally : We will show encryption of O is computationally indistinguishable from encryption of 1
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Many generalizations :
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Observe : (cH = (n + k)log & bits to encrypt h bits

↳
Naively encrypting bit-by-bit would require knology bits.

-> Approach essentially is reusing the encryption randomness (e.g .,
same r used to encrypt each bit).



So far ... we have developed public-key encryption ; what about key agreement ?
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compute SB + E" and "round" &

compute (S'A + E") S and "round"
↳ drop least significant bits

correctness requires that
(similar to decryption in Reger encryption)

entries of E'S be small (soS must be small)

Under the LWE assumption :

nxm
(A

,
AS + E) = U where UE4g [note :

requires that LWE holds even if S is sampled from error

-> shared key then derived by SB + E" ->

by LWE
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-> shared key is derived from random matrix (similar to Diffie-Hellman
,

the key material is hashed to derive a symmetric key

↑tractical considerations :

-

key reconciliation :
presence

of noise means Alice and Bob may
end up with inconsistent keys

Bob sends a "hint" with his message
to reconcile any errors and ensure exact key agreement

-

Message size : large matrix A is uniform -

can be derived from a short seed(using PRG)
↳ justifiable using the

random orace model
Above construction relies on security of LWE where the secret key is sampled from error distribution

↳ This is LWE in "Hermite normal form" and is just as hard as standard LWE ↑

basis of Kyber protocol
LWE (Hermite normal form) : For Ag ,

sX"
, eX u** (NIST post-quantum standard)
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, uT)

[In normal LWE
,

we sample sy .
] Note: Kyber uses module- LWE

for better efficiency
LWE in Hermite normal form is as hard as LWE Cup to small loss in parameters).

To see this
, suppose
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,
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1 . Parse A = [A , /A2) where A
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,
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2. Then (

,
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First
,

distribution of A is uniform (since Az is uniform). Next :

b = bTA + b = (sA,
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= eTA + e

where e, XX and e, X-V This is an LWE instance in Hermite normal form with secret key e ,
and error e2.

Note that if h is uniform
,

then so is 5 (since b2g).


